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Ziele

= Einblicke in Alarmierung per Webhook Media Typ
= /abbix Events per APl updaten "
» Impulse fur weiterfUhrende Ideen O

o
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Zabbix Media Types

ZABBIX s

Media Types .
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= Script <3
= Webhook € ﬁ
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ZABBIX <« =i

appliance

Q
EH Dashboards
@©> Monitoring -
s6s  Services v
= Inventory v
[4) Reports v

.+, Data collection ~

B4 Alerts ~
Actions >
Media types
Scripts

Media types

Email

Email

Demo Media Type

MName

Enabled

'mail.example.com”, SMTP helo:

xample.com”, SMTP helo:

axample.com”, ema

Create media type

Fiter Y
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Parameter und Script

Media types

Media type  Me etemplates  Options

*Mame | Demo Alerting
Type |Webhook —

Parameters

e 4

* Script

* Timeout

[ALERT MESSAGE}

hitps://bSBaeel2

e71b5dbe
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Parameter Macros

“MName | SIGNL4

Type | Webhook

M a C rO S Parameters

= {ALERTSUBJECT)
= {ALERTMESSAGE)
= {ALERTSENDTO}
= {EVENTVALUE)

{HOST.NAME}

{ALERT.MESSAGE}

{ALERT.SUBJECT}

/y {ALERT.SENDTO}
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JavaScript

Script

© 2023 DERDACK



Testen des Media Types

Test media type "Demo Alerting”

Media type test successfu
Hello Berlin.

m.pipedream.net
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Ergebnis in Pipedream

.m.p i|_':f aream.ngt
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Parameter
_|_

Script

YAML Beispiel

Webhook Media Type

zabbix_export:
version: '6.4'
media_ types:

- name: 'Demo Alerting'
type: WEBHOOK
parameters:

- name: Message

value: '{ALERT.MESSAGE}'

script: |

try {
// Send request ...
}

catch (error) {

Zabbix.log(4, '[ Webhook ] ERROR:

}

+ error);
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Nutzung der
Parameter im
JavaScript code.

Webhook JavaScript

// Demo Alerting

try {
var response, payload,

// Create JSON from parameters
params = JSON.parse(value),

// Get the URL value
endpoint = params.URL,

request = new HttpRequest();
request.addHeader('Content-Type: application/json’);

// Send request
payload = JSON.stringify(params);

response = request.post(endpoint, payload);

return 'OK';
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Debugging:

lest

Logs
Request Bin

In andere Media

Types schauen
Zabbix

Dokumentation 75 TR

Entwicklung und Debugging

Zabbix.log(3, '[ SIGNL4 Webhook ] ERROR:

Test media type "Demo Alerting"

Media type test failed.

Media type test log

+ error);
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Nachrichten und URLSs
kreieren

Alarm schliel3en
Alarm-Anreicherung
KB, Suche, ChatGPT
Message / Auto-Ack

Magic mit Webhooks

// Add Link parameter

params['Link"'] = params.Zabbix URL +
"tr_events.php?triggerid="+params.Trigger ID +
"&eventid=" + params.Event_ID;

// {EVENT.VALUE}: 1 for problem, © for recovering
if (params.event value == '0') {
params[ 'X-S4-Status'] = 'resolved';

}
else {

params[ 'X-S4-Status'] = 'new';
}

© 2023 DERDACK



[=]w]
(r . |

Alerts
Actions
Media types
Scripts
Users

Administration

Support

Integrations

Help

User settings

Export / Import

Webhook

Webhook

Webhook

Webhook

VictorOps Webhook

Zammad Webhook

Webhook
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Status Updates (Zabbix API)

ZAB B I X = Automation Tools

» Graphing Tools

= Notification Systems <

= Ticketing Systems

= Configuration Management
= Custom Systems

© 2023 DERDACK



Status-Updates in
Zapbix.

= Authentication
= Acknowledge
= Close

= Message

Status Updates (Zabbix API)

# Acknowledge a problem in Zabbix, action 2 ack + 4 message
POST http://192.168.2.227/api_jsonrpc.php
Content-Type: application/json-rpc

{
"jsonrpc": "2.0",
"method": "event.acknowledge",
"params": {
"eventids": "134",
"action": 6,
"message": "I will take care.”
}s
"auth": TRkxT
"id": 1
}

http://192.168.2.227/tr_events.php?triggerid=23605&eventid=o4
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Status Updates mit CURL

. ron@RON: ~ X + v O X

ron@RON: $ curl -XPOST -H "Content—type: application/json" -d '{
Iljsonrpcll : II2 . BII .
"method": "event.acknowledge",
"params": {
"eventids": "134",
"action": 6,
"message": "I will take care."
},
"auth": "buUffbbuUdc9b36e32cf66f6773299al1fU9266cfe25e530f81e8eOb8f68968cd76",
Ilidll: 1

i 'htti://192.168.2.227/aii_isonric.ihi'

ron@RON:~$

curlbuilder.com
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Event details

Trigger details

Ena

Event details

al data

Average

-17

Average

max{/My-

Status Updates (Zabbix API)

Actions

Problem: Linux: Zabbix agent is
not available (for 3m)
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£< Alers
Actions
Media types

Scripts

Event details

Trigger details

Average

max(

Average

Actions

Problem: Linux: Zabbix agent is
not available {for 3m}

Event list [previous 20]

PROELEM

£\ TODAY/15:59:35

88 super SIGNL4

Problem: Linux: Zabbix
agent is not available
(for 3m)

Problem started at 14:59:31 on
2023.11.17

Problem name: Linux: Zabbix agent is
not available (for 3m)

Host: My-Host-2

Severity: Average

Operational data: not available (0)
Original problem ID: 134

® AcTioNs
X W/ =
Unack Close Escalate
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Weitere Use Cases

= Erstellung / Anpassung von Alarmierungs Media Types
= Alarmierung bei Netzwerk-Ausfall
= Website Check
= Heartbeats
= /usatzliche Funktionalitaten
= [TSM Tickets erstellen
= Tasks (z.B. Server-Restart) anstoBen &k
= Integration mit No-Code Plattformen, z.B. n8n, Make.com, Node-RED
= |Interaktion mit loT Systemen @
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Fragen?

ron@signl4.com
signld.com
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